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ABSTRACT 
 

 The concept of crypto-currency was introduced after the global financial crisis of 2008. 

Cryptocurrency is a decentralized virtual currency that serves as a medium of exchange. 

Since its inception, countries around the world are seeking legislative regulations for its 

trade, generally because, there is a prevailing perception that money exchanged through 

crypto channels can be used for nefarious activities. Notwithstanding the presumed risk, 

many countries have accepted its trading and are trying to regularize it. The developing 

countries may not be yet ready to embark on crypto currency trading. In 2018, State Bank 

of Pakistan (SBP) declared virtual currencies as ‘not a legal tender’. Nevertheless, SBP is 

regulating Electronic Money Institutions for monitoring digital currency in accordance 

with the Financial Action Task Force guidelines. In a recent petition in December 2020 in 

Sindh High Court, SBP has claimed that it has not declared cryptocurrency ‘illegal’. This 

study tries to explore the legal status of cryptocurrency in Pakistan while highlighting the 

risks associated with cryptocurrency. 
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1. INTRODUCTION 
 

 Cryptocurrencies have gained attention of investors as well as of regulatory authorities, 

seeking some legislative approval across countries. Cryptocurrency was introduced by 

pseudonym of Sotashi Nakamoto in 2009 after the striking of global financial crisis of 

2007-2008. There are different time periods of its growth and decline. For example, after 

Christmas of 2017, cryptocurrencies suffered a huge decline arousing the need of proper 

legislation by regulatory authorities. Moreover, it is a general perception that 

cryptocurrencies are used in nefarious activities like money laundering or terrorist 

financing.  
 

 According to Financial Action Task Force (FATF) report (2014), a virtual currency is 

a form of digital currency which serves the purpose of medium of exchange and unit of 

account and has storage, but it doesn’t enjoy the status of legal tender by state. 

Cryptocurrency is a decentralized virtual currency and is defined as “…open-source, math-

based, peer-to-peer virtual currency that has no central administrating authority, and no 

central monitoring or oversight” (FATF, 2014, p.7).  
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 Over 300 million people worldwide have adopted the use of cryptocurrencies. A large 

number of businesses are accepting this mode of payment. In Pakistan, over 9 million 

people (4.1% of total population) are owners of cryptocurrencies (Triple, 2021). Securities 

and Exchange Commission (SEC) and Futures Trading Commission (FTC) of United 

States (US) have played a major role in setting frameworks for cryptocurrencies (Chohan, 

2020). For example, SEC of US approved registration of a private company for issuing 

crypto-tokens on August 24, 2020 (McKenzie, 2020). Moreover, FATF has substantial 

contribution in developing policies for virtual currencies. The guidance report (2019) by 

FATF provides recommendations to national authorities regarding issuance of virtual 

assets (VA) and activities of virtual assets service providers (VASPs). Moreover, it also 

intends to assist private sector for VA activities and to oblige to Anti-money laundering 

(AML) and countering the financing of terrorism (CFT) regulations. FATF issued guidance 

for risk based approaches for virtual currencies in 2015 followed by guidance report of 

2019. This guidance was issued with the intention of helping regulatory authorities of 

countries to develop national laws to address AML/CFT risks related to VAs (FATF, 

2015). The report especially pays attention on the intersection of traditional financial 

system and VAs activities.  
 

 In a developing country like Pakistan, there are various challenges for new activities in 

financial systems. Especially when there is a scenario of money laundering or terrorism, it 

is more complicated to establish trust of people on a new medium of exchange. The rising 

wave of cryptocurrencies has also excited investors of Pakistan. State Bank of Pakistan 

(SBP), vide BPRD Circular No. 03 of 2018 notified that cryptocurrency is not considered 

as a legal tender in Pakistan (SBP, 2018), which gave rise to a common perception that 

cryptocurrency is only a means to dispose-off black money. But then we come across other 

legislative measures regarding electronic, digital or cryptocurrency in Pakistan such as use 

of blockchain technology to attract foreign workers remittances, and this blockchain 

technology has a major role to play in cryptocurrency (PRI, 2019). Besides this, SBP has 

also registered Electronic Money Institutions (EMIs) for the regulation of e-money. Most 

interesting is the recent declaration by SBP in a court hearing that they have not banned 

cryptocurrency (Khurshid, 2020). These fluctuating statements have created confusion 

amongst the investors regarding cryptocurrency. 
 

 The purpose of this research article is to highlight risks associated with cryptocurrency. 

Moreover, authors intend to compile facts regarding regulation of cryptocurrency in 

Pakistan. By describing the measures taken by government and other regulatory agencies, 

this study will be able to describe the legal status of cryptocurrency in Pakistan. At the 

same time, it will assist in understanding the reasons for not declaring it legal by 

government of Pakistan.  

 

2. STATUS OF CRYPTOCURRENCY IN PAKISTAN 
 

 The status of bitcoin legality in Pakistan is neutral/alegal (Sovbetov, 2018). According 

to notice issued by SBP in 2018, cryptocurrency was declared as, ‘not a legal tender nor is 

any entity authorized/licensed for its trading’. A petition was filed in Sindh High Court 

(SHC) which raised an objection to this notice in January 2020. The case has not concluded 

yet and is pending in SHC. Petitioner has asked for declaration of the notice of SBP as null 

and void on the grounds of its being arbitrary, in violation of their right to freedom of doing 



Yasir and Ahmed 345 

business, as well as a hindrance for Pakistan to involve in modern technology. In a hearing 

in 2020, the SBP has categorically stated that it has not declared cryptocurrency as illegal; 

rather it has apprehensions that the virtual currency (VC) may provide an opportunity for 

money laundering and terrorist financing. As far as money transfers are concerned, 

blockchain technology is continuously working and developing in Pakistan. Moreover, 

other internet payment systems like xoom, cyber source or master card internet payments 

are operating in Pakistan successfully. This response of SBP to SHC officially allows any 

international payment operation in Pakistan. Court also advised Federal Investigation 

Agency (FIA) not to arrest people involved in cryptocurrency trading (Tanoli, 2020; 

Khurshid, 2020). Lawyers are submitting same response that SBP has not banned 

cryptocurrency. On October 2021, SHC observed that cryptocurrency is being used as a 

globally accepted mode of payment and banks and exchange commissions are monitoring 

its trading for avoiding criminal activities. In light of this, court has advised FIA to provide 

recommendations for cryptocurrency regulations and embraced its importance for the 

economy of Pakistan (Khurshid, 2021). 
 

 On 1st April 2019, SBP introduced regulations for Electronic Money Institutions (EMI) 

in compliance with FATF (Malik, 2019). The purpose was to regulate and monitor digital 

currency in Pakistan (Ansari, 2019). At the same time, there were warnings that money 

regulated in this way will be utilized in terrorist activities. Besides this issue, this initiative 

by the Federal Government has helped in the circulation of digital currency in Pakistan, 

and currently, there are seven registered EMIs in Pakistan (SBP, 2020). Moreover, an 

official paper published by Securities and Exchange Commission of Pakistan (SECP) 

highlights the global approaches used by countries to comply with FATF guidelines for 

trading in cryptocurrency. The working paper explains two approaches for regulating 

cryptocurrencies in Pakistan: 1) new currencies can be regulated according to existing 

regulations, or, 2) ‘let things happen’ based on the ‘do not harm approach’ (Helms, 2020). 
 

  The discussion above highlights the fact that the financial institutions and regulations 

are still not clear on cryptocurrency trading, and that there is a lack of confidence on 

cryptocurrency in Pakistan mainly due to lack of support by the government and conflicts 

in its regulations.  

 

3. REGULATING CRYPTOCURRENCY IN PAKISTAN 
 

 Cryptocurrency is an appealing model of exchange for the criminals as it allows users 

to send and receive money anywhere in the world without showing their original identity. 

Chainalysis (2021) presented the trend of cryptocurrency crimes as related to illicit 

activities (Figure 1). According to this report, illicit share of cryptocurrency fell in 2020 

as compared to 2019. The underlying reason is the rise in overall economic activity 

between 2019 and 2020. Despite all this, the fact cannot be denied that cryptocurrency 

regulation is a challenging task for economies to avoid criminal behavior. With reference 

to Pakistan, regulating cryptocurrency is not going to be easy keeping in view the political 

position of Pakistan in the region. There are a number of reported cases showcasing the 

misuse of bitcoins and cryptocurrency (Table 1). For instance, the counter-terrorism 

department (CTD) of Sindh police arrested an accused on January 18, 2021 for transferring 

over Rs. 1 million through bitcoin to militants in Syria (Ali, 2021). Similarly, a US citizen 

of Pakistan origin committed cryptocurrency terror of more than $62,703 in 2017. She was 
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involved in transferring money to individuals that were fronts for a terrorist organization 

(Mangan, 2018). In 2019, police arrested gang of criminals for demanding bitcoin in 

ransom money (Chaudhry, 2019). Losses from cryptocurrency crimes increased by 150% 

in 2019 as compared to 2018 (Reuters, 2019). Moreover, Federal Investigation Agency 

(FIA) has claimed that they are receiving various complaints of kidnapping, and from 

victims who are being either blackmailed for leaking their personal information, where 

they are forced to pay ransom or extortion through bitcoin (Khan & Ahmed, 2021). These 

reports, for obvious reasons create an impression that cryptocurrencies are a source of 

criminal activities.  

 

 
Figure 1: Total Cryptocurrency Value Sent and Received by Illicit Entities  

vs. Illicit Share of All Cryptocurrency Activity (Chainalysis, 2021) 

 

Table 1 

Cryptocurrency Crimes in Pakistan 

Year 
Cryptocurrency  

Crime 
Case Amount  Agency 

2017 
Cryptocurrency 

terror 

Transfer of money  

to terrorist organization 

Over  

10 million 

Federal Bureau of 

investigation (US) 

2021 
Transfer of money  

to militants in Syria 

Over  

1 million 

Counter-terrorism 

department (CTD)  

2019 
Ransom /  

Extortion 

Demand for ransom  

money in kidnapping case 

Rs. 20  

million 
Police department 

2021 
Blackmailing for leak  

of information 

Different  

Cases 
FIA 

 

 The illegal dealings in cryptocurrency has led to cast a shadow of doubt on Pakistan’s 

capability of dealing in cryptocurrency. FATF issues a grey list of countries are at high risk 

of AML/CFT. This list is officially referred to as ‘Jurisdictions under increased 

monitoring’. Pakistan has been included in grey list since June 2018, and to-date it still is 

in the same list, implying that it is perhaps not the right time to allow trading of 

cryptocurrency in Pakistan. The misuse of cryptocurrency is an obstacle in the use of this 

new medium of exchange.  
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4. TECHNICAL GLITCHES IN REGULATING CRYPTOCURRENCY 
 

 Cryptocurrency is facing many problems in its regulations as transactions through this 

medium of exchange put serious threats to contracting parties. Academic researchers and 

practitioners have highlighted many glitches in this new medium of exchange. Some of 

them are highlighted below. Fico (2016) has mentioned following dangers of 

cryptocurrency in their work: 

• An important concern for transacting parties of any contract is enforceability. 

Generation of ownership rights via blockchain system is not enforceable due to lack 

of decentralization. As cryptocurrency is a major application of blockchain 

ecosystem, decentralization of this mechanism of exchange makes such contracts 

invalid. VCs provide authenticity and speed of transactions based on IT servers. But 

irreversibility of transaction remains a problem, e.g., in case of sending to a wrong 

address. 

• Absence of minimal capital requirement increases the probability of insolvency. 

• Investors suffer a huge loss due to market manipulation which is in close connection 

with the value of currencies.  
 

 Smales (2019) compared cryptocurrencies with safe haven traditional assets and with 

other stocks varying in liquidity and volatility. Their analyses conclude that bitcoin should 

not be considered as a safe haven based on following concerns: 

• Demonstration of high volatility by bitcoin in normal market conditions is clear 

evidence that it will show high risk during financial turmoil also. 

• Liquidity of bitcoin is also high as compared to other traditional assets in financial 

markets.  

• There is no denying the fact that blockchain technology supporting bitcoin and other 

cryptocurrencies has increased the speed of transactions. On the other hand, 

execution of transactions may take a longer time especially in periods of high 

volume.  
 

 Duque (2020) analyzed cryptocurrency in link with Marxist monetary theory and called 

it potential digital currency. But the failure of cryptocurrency to become ‘money’ lies in its 

deficiency of physical characteristics and social custom, as explained by Duque (2020). 

Sarel (2021) also proposed recognizing cryptocurrency as property while discussing the 

legal rights in support of cryptocurrency and states that currency tokens like Bitcoin and 

security tokens like Ether share same legal rulings despite the differences between their 

utility. Therefore, the property laws must be amended to include currency tokens as 

property, as liability rules therein are better able to protect currency tokens.  

Hence, the discussion above raises a serious question on allowing cryptocurrency in 

financial systems of countries, and investors ought to first think about its regulations and 

all the facts associated with cryptocurrency to avoid losses.  

 

5. DISCUSSION AND CONCLUDING REMARKS 
 

 This research paper discussed different aspects related to regulation of cryptocurrency 

around the world in order to assess its future in Pakistan. Moreover, it highlighted 

associated risks of cryptocurrency for investors and financial system. Paper highlights the 
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major legislative contributions in this regard as well as put forth attention towards nefarious 

activities performed under the umbrella of cryptocurrency. Authors’ description about 

legality of cryptocurrency based on their analysis of above mentioned stances is provided 

here.  
 

 FATF performs the role of watchdog for countries in financial matters. The provision 

of guidelines as well as classification of countries in its ‘black’ and ‘grey’ list is a 

framework for countries to manage their financial activities. Same is the case with VCs. 

There is no other way for Pakistan besides following FATF guidelines and policies if it 

wants to be a part of crypto-valley. Most important improvement in this regard will be 

Pakistan’s removal from grey list which is expected in the next meeting with FATF. Once 

this is done, the criminal use of VCs can be ruled out.  
 

 As far as the report of SECP is concerned, this kind of proposals will be of least 

importance unless Pakistan comes up with implementation of FATF guidelines. Once a 

proper legislative framework is established, then researchers and governing bodies can 

come forward with effective tools for successful running of cryptocurrency.  
 

 Most important is the role of SBP, the main governing body for currencies regulations 

in the country, and yet SBP has to play its part in developing and supporting the high-tech 

financing, if as per the news, it plans to launch its cryptocurrency by 2025 (Kiani, 2019)  
 

 Considering the risks associated with cryptocurrency and rising number of cases, it is 

recommended that any nation ought not to allow cryptocurrency without first fortifying the 

financial structure accordingly. Particularly, countries which fall in the grey list need to 

have proper regulations in place before authorization of such a medium of exchange to 

avoid losses. Simply banning cryptocurrency would not be a feasible solution as it can 

hinder progress in the long run. Government’s Ministry of Finance, and related governing 

agencies should work together to meet FATF guidelines and to devise policies for proper 

mechanism of virtual currencies.  
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