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ABSTRACT 
 

 The objective of the mediated moderation study is to investigate the impact of privacy 

and security on e-banking loyalty. Furthermore, it also explores the mediating role of 

customer satisfaction in the relationship. Moreover, it investigated the moderating role of 

reliability in the customer satisfaction and e-banking loyalty relationship. A simple random 

sampling technique was used to obtain the data from the sampled user of  

e-banking facility. The data were analyzed using IBM SPSS and AMOS version 24. 

Moreover, the significance of mediation and mediated moderation was checked using 

PROCESS by Hayes on actual sample. The result validated the mediated moderation model 

and demonstrated the ensuring the privacy and security of customers, and providing 

reliable service can have a positive impact on customers to stay loyal with the bank. The 

theoretical and practical implications are also discussed.  
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INTRODUCTION 
 

 Organizations are becoming aware of the rapid usage of technology’s importance in the 

lives of customers (Prasadh & Arun, 2019). The technical advancement in financial 

transactions, user-interface, purchase and selling (Garepasha et al. 2020), and 

online/electronic use have been emerging in the industry of banking in the past few years 

(Ramesh et al. 2020). At present, the competitive online e-commerce market has been 

providing exceptional facilities and services, particularly in the banking sector in order to 

retain customers for a longer period (Chaimaa, Najib & Rachid, 2021). It is being essential 

to facilitate such customers with high-end services to retain them in a challenging 
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marketplace where every organization is providing the services regarding electronic 

banking (Shankar & Jebarajakirthy, 2019). 
 

 Electronic services or e-services are more of a significant factor than it ever was in 

traditional banking means a decade ago (Mulia, Usman & Parwanto, 2020). Inclusively, 

the modes of the e-services provided to the customers have been augmented by banking 

organizations over the period of technological evolving time (Prasadh & Arun, 2019). 

Likewise, the present relationship of the customers and banking organizations depends on 

such factors that include a long-term aim of reliable and customer-oriented services with a 

heightening goal to motivate customers to be loyal in the long run (Prasadh, 2018). To fill 

this research gap in the literature, the confirmation-and-disconfirmation theory by 

Carlsmith and Aronson, (1963) is implied in which the customers need to be satisfied with 

the expected services that are originated from their own beliefs.  
 

 With privacy and security, it comes customer satisfaction to be made possible by the e-

banking facilities to the customers (Shankar & Jebarajakirthy, 2019; Teimouri & Chegini, 

2018). This possibility for customer satisfaction is a mere perception that the services and 

amenities provided by the banks are more private and secure other than any breach of the 

security concern should not happen anytime they are using the online facilities (Prasadh, 

2018). In order to make this entire procedure better, the electronic banking firms have made 

sure to make the services customer satisfactory enough by offering more services that can 

make them choose a particular bank, according to their need other than any organization 

(Saibil, 2020; Shankar & Jebarajakirthy, 2019).  
 

 Customers nowadays have an alternative option for every product and service. 

Numerous of the customers for electronic banking want to have E-services for a longer-

term period if offered appropriately. Alongside that, the e-banking customer that uses 

online services is more inclined towards a strategy to have e-provision of every facility 

online rather than they would have to transit half of the services online and half of the 

services through traditional way because of the non-reliability issues (Nazaritehrani & 

Mashali, 2020; Ramesh et al. 2020). This challenge still to a certain extent needs to be 

modified at current (Nazaritehrani & Mashali, 2020). These customers want to extend 

privacy and security regulations, high-end customer satisfaction services, and reliable 

online facilities to be provided by the electronic medium of online banking applications. 

To address the literature-practical gap, the chosen variables will mainly satisfy the online 

customers’ needs as the previous researches showed that the number of variables can be 

essential, but from the most imperative are the privacy and security, customer satisfaction 

and reliability in electronic services. Additionally, this research shall aim to facilitate 

banking management, fintech project organizers, and banking industry practitioners for 

Asian context alongside any other continent for which the case shall be similar. 

 

LITERATURE REVIEW 
 

E-Banking Loyalty 

 In today's technological world, most banks integrate their banking services through 

modern IT techniques to retain customer loyalty (Shankar & Jebarajakirthy, 2019). Modern 

IT techniques assist the retention of massive customers along with providing advanced 

banking services at faster and cheaper rates (Haq & Awan, 2020). The viewpoint of 
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Garepasha et al. (2020), explains that customer's loyalty can be attained by providing 

affordable banking services seven days a week (Mulia, Usman & Parwanto, 2020). Most 

of the banks have inclined on the provision of reliable E-banking services which will 

motivate national and international customers to sustain with them (Haq& Awan, 2020). 

Reliable E-banking services can be categorized as success factors for most of the banking 

institutes for providing customer satisfaction, loyalty and long term retention (Salihu et al. 

2019).  
 

 Today the balance of E-banking communication power has been revised for the benefit 

of customers. The knowledge of these in financial matters are much sharper, customers are 

better informed of the various banking offers thanks to the various communication means 

including augmented electronic services via reliable ways. A customer looking for a 

banking product will always compare with offers offered by other establishments (Han, 

2020). To respond to changes in customer behavior, the bank places the customer at the 

center of the respective concerns with heightened electronic services (Shankar & 

Jebarajakirthy, 2019; Hammood et al. 2020). Today, the bank focuses on the satisfaction 

of its traditional customers and for that it fits with the cycle of customer life (Beshir & 

Zelalem, 2020; Raisi, Fathi & Karimian, 2020).  
 

 If banks fail to offer comprehensive E-banking services to their loyal customers, the 

customer and bank relationship can be impacted in worse manners as per dynamic 

relationship marketing theory (Sathiyavany & Shivany, 2018). Comprehensive and 

convenient integration of E-banking applications can accelerate the positive impacts of 

customers regarding the indulgent of e-applications (Chu, Lee & Chao, 2012). So, for 

banking institutes, only digitalization cannot be considered as a progression tool, but also 

to retain a sustainable relationship with digital customers also consider a significant factor 

(Garepasha et al. 2020).Therefore, with the heightening impact, E-banking can be 

influenced by several elucidated factors and if provided right customers can become long-

term E-banking loyal clients.  

 

Privacy & Security and E-banking Loyalty 

 Privacy and security in the electronic banking system have been a significant factor in 

the past few years when everything in the technical age in digitalizing (Mulia, Usman & 

Parwanto, 2020; Dianat et al. 2019). The privacy and security in E-banking can be a highly 

implemented systematic order for a transaction-based mechanism via internet facilities 

(Konalingam et al. 2017). Privacy in such terms can be recognized as a user intention 

towards using online banking via mobiles and laptops or other devices in order to use the 

online transactional activities (Mulia, Usman & Parwanto, 2020). Security in the online 

banking system or electronic banking (E-banking) denotes a conceptual manner for proper 

secure and private authorization in the way to let the customer use E-services on the 

banking websites (Hasandoust & Saravi, 2017). Therefore, the confidence and preference 

in E-banking services hinged on highly private and secure services to make such customers 

loyal in the long run.  
 

 The article of Sathiyavany and Shivany (2018) illustrates the idea of privacy and 

security in E-banking as the website security to be appreciated and given as a priority to 

the customers which can involve facilities like encrypting shared data, interactive and 

secure customers involvement, credit payments and private transactions, and other 
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interrelated activities (Aboobucker & Bao, 2018; Susanto et al. 2013). The study of 

Jouzdani et al. (2020) also highlights a series of realities that make the composition of the 

banking industry complex, even paradoxical since the customer seeks both distances 

through effective management instruments and the proximity through a reassuring human 

relationship 
 

 Contrastingly, the internet and E-banking at the present are exemplified with the idea 

to make the user-centric and user design in the security perceived concern (Rawwash et al. 

2020; Konalingam et al. 2017). The privacy concerns in this regard include off-site tracking 

location, no illegal usage of personal information, high-end storage collection, and 

protective measures to secure the overall customers’ data in the E-banking (Sathiyavany & 

Shivany, 2018; Dianat et al. 2019). However, the technical improvement has shown 

negative results in the perception have an electronic banking system usage by customers 

(Aboobucker & Bao, 2018; Ahmad, Bhatti & Hwang, 2020). The online mobile and other 

modes of electronic banking have established a secure-successful network usage and 

lessened any privacy and security concerns the users had in the past. As a result, E-banking 

must be protected with high-end privacy and security implementation techniques that can 

make online banking loyal customers in the longer term.  
 

 H1: Privacy and security are positively associated with E-banking loyalty. 

 

Privacy and Security and Customer Satisfaction 

 Customer satisfaction can be referred to as providing all relevant features in any E-

banking application which can conveniently assessable by the customers (Kaur & Arora, 

2020; Rita, Oliveira & Farisa, 2019). It is the peaceful state of mind of e-customers which 

they can attain by indulging in any E-banking application (Sundaram, Thomas & 

Agilandeeswari, 2019; Tamaruddin, Firdaus & Endri, 2021). Web design and content of 

any E-banking application can also be the reason for the satisfaction or dissatisfaction of 

e-customers (Rita, Oliveira & Farisa, 2019).  
 

 Furthermore, banks can deliver many potential benefits of E-banking such as 

availability of services through 24 hours, adequate privacy measures, convenient 

accessibly, and reduction in branch operating costs etc. (Medaglia & Serbanati, 2010). The 

persisting researches have shown a favorable impact of providing ample privacy measures 

to the e-consumers to augment long term customer satisfaction level and loyalty (Ataya & 

Ali, 2019). Customers may face security dilemmas in case of indulging in E-banking 

applications such as storage issues, unlawful disclosure of location, illegal personal 

information assortment etc. (Sun, Strang & Pambel, 2018).  
 

 With the invasion of many digital devices with E-banking applications, security risks 

have also grown up with time (Naeini et al. 2019). Sundaram, Thomas, and 

Agilandeeswari, (2019), signified that the depth of cybercriminal activities has immensely 

raised as described by the Annual Cybercrime Report, 2017. A loss of 6 trillion dollars has 

been predicted according to the cybercriminal ventures due to the fraud in online banking 

transactions by the end of 2021 (Sundaram, Thomas & Agilandeeswari, 2019). Banks have 

confronted multiple privacy and security issues due to the emerging of global digitalization, 

augmentation in wireless devices, increase in internet users and changing software codes 

(Dharmavaram & Nittala, 2018).  
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 Based on the agreements above, it can be stated that if the banking institutes infer to 

provide adequate security and privacy concerns to the customers in E-banking applications, 

it can eventually intensify the customer satisfaction level. So, if proper privacy measures 

are delivered to the customers, it can positively augment the customer satisfaction level as 

well. Thus, it is hypothesized that: 
 

 H2: Privacy and security are positively associated with customer satisfaction. 

 

Customer Satisfaction and E-Banking Loyalty 

 The growing trend in E-banking has been rapidly increasing over the last number of 

years. Customer satisfaction in this regard has been tremendously decreasing down in some 

of the E-banking services provision cases (Ismail & Alawamleh, 2017; Keskar & Pandey, 

2018). In addition, the modern financial transactions need to be made to ascertain in the 

customer satisfaction regard to be considered as greater in E-banking loyalty shown by the 

customers (Rahimi, Bidmeshk & Mirzaalian, 2012; Al-Hawary & Hussien, 2016).  
 

 Likewise, the problem at hand can be expressed to remain unsolved as the customer 

satisfaction in the electronic modes of services is not yet adopted partially or fully stated 

according to Prasadh, (2018). This prerequisite can be a main obstacle in the adoption of 

E-banking services whilst making a stagnant obstacle in the loyal or satisfied customer for 

the banks. To eradicate the E-banking barriers, making customers satisfied (Fragata & 

Moustakas, 2013), it can be stated that electronic banking must provide such amenities to 

its users with additional benefits (Ismail, and Alawamleh, 2017).  
 

 In other words, a numerous number of strategies can be adopted in order to make the 

main objective for meeting customer satisfaction criteria’s (Sundaram, Thomas & 

Agilandeeswari, 2019). These can involve identifying customer expectations with E-

banking, scrutinizing their needs and demand with respect to online banking attention, 

encrypted transactions facility, exceeding customers’ demands and needs and fewer 

intentions to heighten the prices in these services (Salihu et al. 2019; Jahangir & Begum, 

2008). Subsequently, from these stated arguments, it can be contended that E-banking 

loyalty in customers is relying on customer satisfaction. For this the hypothesis with this 

concern can be: 
 

 H3: Customer satisfaction is positively associated with E-banking loyalty.  

 

Privacy and Security and E-Banking Loyalty: A Mediated Process 

 The research of Kingshott, Sharma, and Chung, (2018), also articulate that affluent 

provision of E-banking service quality can also determinant of customer satisfaction. So, 

accordingly, as in the viewpoint of confirmation-and-disconfirmation theory too, it is 

projected in the study of Ghali, (2021), that the expectations of customers feelings are 

dependent on the adequate services the firm may provide and they would confirm or 

disconfirm those services. As most of the banking sector has become technological-centric, 

so it is significant to provide quality E-banking services in order to retain enduring 

customer loyalty (Raza et al. 2020). Customer satisfaction and loyalty factors can also be 

enhanced with the assistance of continuous improvement in privacy and security concerns 

of E-banking applications (Konalingam et al., 2017).  
 



Impact of privacy and security on E-banking loyalty: Mediating role… 262 

 The provision of convenient and user-centric E-banking applications can affect the 

attitudes of consumers towards the adoption of internet software applications (Ghali, 

2021).Levy, (2014) articulated in this regard that if banks can positively pursue the security 

concerns of e-consumers through excellent service quality (Ramesh et al. 2020), it can also 

augment customer satisfaction and loyalty factors towards the adoption of banking services 

(Shahriari, 2014) and vice versa. Similarly, there can be a direct relationship between the 

quality services of E-banking applications in the generation of customer loyalty factors 

(Raitani & Vyas, 2014).  
 

 Contrariwise, customer satisfaction may directly link with quality E-banking services, 

i.e. banks can positively improve their customer loyalty and retention rate by providing 

proper customer satisfaction (Kingshott, Sharma & Chung, 2018). The banking sector can 

enforce proper security password encryptions in order to prevent any transactional and 

financial fraud to gain more customer loyalty and trust factors (Levy, 2014; Jalil, Talukder 

& Rahman, 2014). With regard to the elaborated discussion, it is suggested that satisfactory 

privacy measures of E-banking applications can more augment the customer satisfaction 

level and it can enhance the customers' loyalty factors as well. So, it is hypothesized that: 
 

H4: Customer satisfaction mediates the relationship between privacy and security 

and E-banking loyalty of electronic services.  

 

Reliability as a Moderator 

 With the advancement in internet banking, most of the banks are intended to provide 

the facilities of online E-banking services to the customers (Prasadh, 2018; Chong et al. 

2010; Yaghoubi & Bahmani, 2010). Many financial institutes provide the extravagant 

facilities of operating online banking accounts so that customers can attain innovative 

internet resources within virtual space (Damghanian, Zarei & Kojuri, 2016). Customers 

can perform numerous financial transactions through online banking applications which 

ultimately enhance the customer satisfaction and loyalty level of the banks (Prasadh, 2018).  
 

 Banks mostly emphasize the delivery of exceptional electronic services in banks to the 

consumers and in this way (Sampaio, Ladeira & Santini, 2017), they can retain the long-

term reliance from customers as well (Mujinga, Eloff & Kroeze, 2018). Reliability can be 

represented as banks must implement E-banking facilities without the disruptions of 

danger/threats (Driga & Isac, 2014) or risks (Ma, 2012) to the confidential information of 

customers (Iberahim et al. 2016). If banks can enforce reliable E-banking services within 

their applications, it can augment the trust and loyal level of the consumers as well 

(Boonsiritomachai & Pitchayadejanant, 2017). Hansen, Saridakis, and Benson, (2018) also 

state that E-loyalty can reduce the transaction costs of the banks (Tarhini et al. 2015; 

Montazemi & Saremi, 2015).  
 

 In the same concern, when people acquire it easier to admittance their information 

while simultaneously maintaining the security measures, it can supplement the customer 

satisfaction level and E-loyalty (Dwivedi et al., 2019; Alsajjan & Dennis, 2010). Banks 

must enforce the system of managing the expectations of customers within their E-banking 

applications so that long term customer sustainability can be achieved (Nasri & 

Charfeddine, 2012). So, based on the presented aspects, it can be determined that E-

banking applications can augment consumer satisfaction and loyalty factors along with the 
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moderating effects of reliability. If the moderating impact of reliable E-banking 

applications is high, it can enhance the customer satisfaction level along with incremental 

effects of consumer loyalty. Therefore, it can be anticipated that: 
 

H5: Reliability moderates the positive relationship between customer satisfaction 

and E-banking loyalty, such that the relationship is stronger (positive) when 

reliability is higher than low. 
 

H6: Reliability moderates the relationship between customer satisfaction and E-

banking loyalty through privacy and security at initial, such that mediational 

relationship is stronger when reliability is higher rather than lower. 

 

Control Variables 

 Some of the control variables that are being utilized in this study are from the 

demographic aspects (Vatanasombut et al. 2008). The age of the respondents can be 

controlled in order to evaluate the long-term period for E-banking loyalty and overall use 

of services as illustrated by the concept of Prameela, Azeem, and Devi, (2012). The gender 

as a control variable when the use of E-banking application services is more used in one 

age group other than any gender group with the representation of literature (Kumar & 

Gupta, 2020). Marital status of overall electronic banking applications as single, married 

or any other group can influence the usage too (Hasandoust & Saravi, 2017). Current 

occupation impact on the usage of E-banking services with other factors involved can 

influence E-banking (Rahi et al. 2018). The account type and account in the bank can have 

a relative effect on the overall E-banking loyalty experience for online customer base as 

well (Shahriari, 2014). The preferred banking choice and tenure at the relative bank shall 

have a high influence on their banking customers as well because of the overall provided 

services (Raitani & Vyas, 2014).  

 

The Proposed Conceptual Model  

 The proposed model is hypothesized in regard to the hypotheses for each relationship 

in the Figure 1 as to aid in the study for further identification for each of the relationships 

in depth. 
 

 
 

Figure 1: Conceptual Framework  
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METHODS 
 

Sample and Survey Administration  

 The existing rapid increase of electronic services in banking is increasing enormously 

(Shankar & Jebarajakirthy, 2019). Pakistan in this regard needs to modify its services to 

electronic platform as well. For that, the data presently has been collected from several 

numbers of private and government banks. Data was collected from E-banking application 

users from these banks. These banks were only based in the region of Lahore, Pakistan. 

The objective behind selecting the target population based in Lahore was that it is one of 

the most populated and biggest cities which can result in the affluent as well as the high-

end data collection means. From all over the electronic service providing banking institutes 

that is 53 in total number, 8 banks had been narrowed down to collate the research data. 

Moreover, 400 responses have been added in the compliance of the results to gather 

comprehensive results.  
 

 At every stage, the data collection was used with the simple random sampling technique 

and proportionate sampling technique in order to avoid any biases by the researcher in the 

whole process while collecting the responses (Taherdoost, 2016). With the corresponding 

purpose, in total, 8 major banks have been selected from the overall banks available in 

Lahore. Around 8 banks had to be selected in order to make the decree in regulation for the 

purpose to collate 400 responses in total. 50 responses have been filled by each of the 

bank’s customers.  
 

 Correspondingly, these questionnaires have been filled with supervision to the extent 

at which the respondents did not feel uncomfortable at any point alongside any guidance 

have been directed by the branch manager themselves. All the participants were given an 

English formatted questionnaire in order to fill with their own will. They were allowed to 

leave at any time if the questionnaire did not feel appropriate to fill. A high level of 

anonymity and validity is kept in this survey regard. All the 300 responses have been 

gathered from self-administered data collection means and other 100 responses were filed 

online via Google forms. This has been collated to perform reliability, correlation and other 

tests on the model to improvise overall E-banking relation to other variables.  

 

Measures and Instrument Development 

 The questionnaire was generated in the English language with the method of close-

ended questions to be answered by the respondents. The questionnaire consists of two main 

components which were compiled in one document. These two sections in the 

questionnaire mainly included demographic questions (name, gender, age, marital status, 

current occupation, bank account name, bank account type, preferred banking choice and 

tenure with the bank). 
 

 All item scales are measures on a 7-point Likert scale. Privacy and security 4 item scale 

have been assessed by Ramseook-Munhurrun, and Naidoo (2011) besides modifying for 

the current use. Customer satisfaction 4 item scale have been taken from Ribbink et al. 

(2004) additionally to reform as well. Reliability 4 item scale has been adapted and altered 

from the study of Hussien, and Abd El Aziz (2013). E-banking loyalty was measured using 

5 item scale developed by Amin (2016) alongside modification in the items. Demographic 

variables of users such as gender, age, marital status, current occupation, bank account 
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name and type, preferred banking choice and tenure of the bank have also been utilized in 

this research which are shown in Table 1.  

 

Table 1 

Demographic Information of Participants 

 N % 

Gender 
Male 215 53.8% 

Female 185 46.3% 

Age 

(Years) 

18-27 99 25% 

28-37 190 47.5% 

38-47 80 20% 

48-57 24 6% 

58 and Above 6 1.5% 

Marital 

Status 

Single 144 36% 

Married 256 64% 

Current 

Occupation 

Business Man/Woman 56 14% 

Government Employment 77 19.3% 

Private Employment 167 41.8% 

Self-Employed 62 15.5% 

Other 38 9.5% 

Account 

Type 

Term Deposits Account 69 17.3% 

Savings Account 117 29.3% 

Current Account 129 32.3% 

SME Banking Account 49 12.3% 

Foreign Currency Account 36 9% 

Preferred 

Banking 

Type 

Traditional Banking 37 9.3% 

Electronic/E-Banking 282 70.5% 

Commercial Banking 24 6% 

Conventional Banking 15 3.8% 

Islamic Banking 42 10.5% 
 

RESULTS 

 

Descriptive Statistics and Correlation Matrix 

 Prior to conducting the hypotheses testing in the research, a bivariate correlational 

analysis has been performed on the chosen study variables. In this regard, Table 2 

explicates the mean values for each variable, standard deviation numeric, correlational 

values, and Cronbach alpha statistics. Overall, the correlation matrix results have shown 

positive and significant relationship values among the variables. The correlation value for 

privacy and security with E-banking loyalty is 0.553, p < 0.01. For privacy and security 

and customer satisfaction, correlation is 0.483, p < 0.01. The significance level is also 

positive for customer satisfaction and E-banking loyalty which is 0.480, p < 0.01. Further, 

reliability is significant with customer satisfaction at 0.451, p < 0.01. The reliability is 

positive with E-banking loyalty at 0.560, p < 0.01. The reliability with privacy and security 

at initial is significant at 0.602, p < 0.01. The correlation matrix additionally includes the 

positive significant relationship of age and marital status (r = 0.39, p < 0.01); E-banking 
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loyalty and preferred banking choice (r = 0.18, p < 0.01); reliability and preferred banking 

choice (r = 0.20, p < 0.01); privacy and security and preferred banking choice (r = 0.19,  

p < 0.01) and customer satisfaction and preferred banking choice (r = 0.13, p < 0.01). 

 

Table 2 

Standard Deviation, Means and Correlations for the Research Variables 

Variables SD Means 1 2 3 4 5 6 7 8 

1. Age 8.84 33.63 -        

2. Marital Status 0.48 1.64 .396** -       

3. Account Type 1.16 2.67 0.088 0.021 -      

4. Preferred 
Banking Choice 

1.06 2.36 -0.004 .140** 0.004 -     

5. E-Banking 
Loyalty 

1.12 4.65 -.137** 0.008 -.130** .180** 0.694    

6. Reliability 1.1 4.46 -.118* 0.019 -0.061 .200** .560** 0.745   

7. Privacy and 
Security 

1.12 4.64 -.185** -0.047 -0.074 .193** .553** .602** 0.741  

8. Customer 
Satisfaction 

1.08 4.47 -.161** -0.047 -0.042 .134** .480** .451** .483** 0.704 

Note: n = 400, Cronbach‘s alpha values are on the diagonal in parentheses. 

  *. Correlation is significant at the 0.05 level (2-tailed). 

  **. Correlation is significant at the 0.01 level (2-tailed). 

 

Exploratory Factor Analysis 

 Prior to conducting the Confirmatory Factor Analysis (CFA), Exploratory Factor 

Analysis has been performed in this research (see Table 3). The statistic of EFA has been 

obtained via using SPSS-version 24 software in order to proceed factor analysis. The 

exploratory analysis in this respect has been performed with the facilitation of 17 Likert 

scale items. The test of Kaiser-Meyer Olkin (KMO) (Kaiser, 1970, 1974) was performed. 

The Sphericity Bartlett test demonstrated a positive and significant statistic with  

χ2(136) = 3022.53, (p < 0.000). Moreover, all constructs of privacy and security, customer 

satisfaction, reliability, and E-banking loyalty falls into the commonality range of 0.40 to 

0.81 which further authenticate that each of the variable’s scale shares some general 

variance amongst other item-scales in the data set.  
 

 The preliminary Eigen values in the analysis represent statistical values of more than 1 

for each of the four factors in the study. The first factor shows a value of 1.37 percent, 

second factor shows the numeric of 1.10 percent, third factor shows the statistic of 1.58 

percent, and fourth factor shows a value of 6.78 percent. Along with that, the Eigen values 

for the 5th, 6th, and up to 17th factor demonstrates the values all under 1 besides the total 

variance percentage at around 5.3%. In accordance with this, all four-factor combined total 

variance showed a percentage of 63.27%.  
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Table 3 

Exploratory Factor Analysis 

Components   

Items 
Privacy and 

Security 
Customer 

Satisfaction 
Reliability 

E-Banking 
Loyalty 

Communalitie
s 

PS1 0.76    0.61 

PS2 0.73    0.67 

PS3 0.72    0.71 

PS4 0.61    0.6 

CS1 
 0.81   0.55 

CS2 
 0.77   0.7 

CS3 
 0.65   0.69 

CS4 
 0.63   0.61 

RE1 
  0.8  0.62 

RE2 
  0.73  0.74 

RE3 
  0.69  0.67 

RE4 
  0.62  0.58 

EBL1 
   0.78 0.68 

EBL2 
   0.76 0.67 

EBL3 
   0.74 0.66 

EBL4 
   0.74 0.63 

EBL5 
   0.4 0.38 

Eigen-Value 1.37% 1.10% 1.58% 6.78%  

% of Total Variance  8.08 6.46 8.82 39.91  

Total Variance      63.27% 

Note: Rotation Method: Varimax with Kaiser Normalization; Principal Component 

Analysis (n = 400): Extraction Method. Factor loadings <0.40 are suppressed. 

 

Extended Analysis of Convergent and Discriminant Validity 

 Another test for instrumental validity was conducted via Confirmatory Factor 

Analysis (CFA) by purposive validity assessment criterion of Fornell and Larcker (1981) 

(Figure 2). This assessment via AMOS version-24 validated the results prior to regarding 

the discriminant as well as convergent validity with the CFA model fit indices support. 

The results in Table 4 showed a normal Chi-square which is 253.01, degree of freedom 

is 110, Chi-square test (χ2/df) which is equals to 2.3, Tucker-Lewis Index (TLI) is at 0.94, 

Incremental Fit Index (IFI) is at the range of 0.95, Confirmatory Fit Index (CFI) is at 0.95, 

Bentler-Bonett Normed Fit Index is at 0.91, and Root Mean Square Error of 

Approximation (RMSEA) is at 0.06.  
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Figure 2: Final Model Fit 

 

Table 4 

Measurement Model Comparison and Fit Statistic Analysis 

Models: Full Measurement Model 

χ2 

Degree  
of  

Freedom 
χ2/df 

Root Mean  
Square Error of 
Approximation 

Tucker-
Lewis 
Index 

Confirmatory 
Fit 

Index 

Normed 
Fit 

Index 

Incremental  
Fit  

Index 

253.01 110 2.3 0.06 0.94 0.95 0.91 0.95 

Note:  

n = 400, *** p < 0.001, Each model is compared with the full measurement model 

χ2=chi-square; df = degrees of freedom; RMSEA=Root Mean Square Error of 

Approximation; TLI =Tucker–Lewis Index; CFI = Comparative Fit Index;  

NFI= Bentler-Bonett Normed Fit Index; IFI = Incremental Fit Index. 
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 Moreover, the discriminant validity was evaluated with the approached taken by 

Fornell and Larcker (1981) in which it has been elucidated that discriminant validity for 

the factor model should be above than the asserted correlations that have been previously 

calculated. These are the presented discriminant validity diagonal values along with the 

correlations presented in Table 5. In addition, the composite reliability value is greater than 

0.70, presented in Table 5.  

 

Table 5 

Constructs Validity and Reliability 

Constructs 
Convergent Validity Discriminant Validity 

CR 1 2 3 4 

1. Customer Satisfaction 0.80 0.70    

2. E-Banking Loyalty 0.82 0.58 0.69   

3. Privacy and Security 0.83 0.58 0.65 0.74  

4. Reliability 0.83 0.53 0.64 0.69 0.75 

 
HYPOTHESES TESTING 

 

Tests of Mediation 

The results of the SPSS Hayes process are shown in Table 6. It demonstrates the direct 

effect model with privacy and security and E-banking loyalty (β = 0.55, t = 11.77,  

p < 0.001) which was positive and significant (path c in Figure 3) in addition to supporting 

H1.  
 

 The next hypothesis i.e., H2, it demonstrated a positive and significant impact on 

privacy and security and customer satisfaction. As shown in table 6 (path a in Figure 3), 

privacy and security and customer satisfaction have a direct effect (β =0.46, t =11.01, p < 

0.001). 
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Table 6 

Outcomes of Simple Mediation Model Encompassing  

Customer Satisfaction as a Mediator 

Direct Effect Model 

Predictor Outcome = M (Customer Satisfaction) 

  Β SE t P 

X (Privacy and Security) a 0.46 0.04 11.01 0.00 

Constant 2.31 0.20 11.49 11.49 0.00 

Direct Effect Model 

Predictor Outcome = Y (E-Banking Loyalty) 

  Β SE t P 

X (Privacy and Security) c' 0.42 0.05 9.17 0.00 

M(Customer Satisfaction) b 0.29 0.05 6.08 0.00 

Constant 1.44 0.22 6.59 6.59 0.00 

Total Effect Model 

Predictor Outcome = Y (E-Banking Loyalty) 

  Β SE t P 

X (Privacy and Security) C 0.55 0.05 11.77 0.00 

Constant 0.13 0.03 0.09 0.18 0.00 

Indirect Effect and Significance Using the Normal Distribution 

Sobel 
Effect SE LL 90% CI UL 90% CI P 

0.13 0.03 0.09 0.18 0.00 

Bootstrap Results for Indirect Effect of X on Y 

Effects 
M SE LL 90% CI UL 90% CI 

0.14 0.03 0.10 0.19 

Note: n = 400; CI = Confidence Interval; Bootstrap Sample Size = 5000;   

  LL = Lower Limit; UL = Upper Limit; β = Unstandardized  

  Regression Coefficient; SE = Standard Error. 

 

 
Figure 3: Mediation Model 

E-Banking 

Loyalty 

Privacy and 

Security 

E-Banking 

Loyalty 

Total Effect c = 0.55*** 

Customer  

Satisfaction 

 Privacy and  

 Security 

a = 0.46*** b = 0.29*** 

Indirect Effect ab = 0.13*** 

ct Effect c =0.42*** 

Customer satisfaction mediated the impact of privacy and security on customers’ 

E-banking loyalty. a, b, c and c are unstandardized regression coefficients 
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 The customer satisfaction and E-banking loyalty relationship was also tested. It resulted 

in a positive and significant relationship (i.e., path b in Figure 3) with each other (β = 0.29, 

t =6.08, p < 0.001). After that, privacy and security have influenced positively and 

significantly on E-banking loyalty (i.e., path cʹ in Figure 3) when customer satisfaction is 

associated (β = 0.42, t =9.17, p < 0.001). This gives verified support for H3 and H4. 
 

 The mediation model outcomes were also tested with a Sobel test to illustrate the 

mediated customer satisfaction results with other variables (Sobel, 1982). This particular 

test indicates that if the mediator has an association with the criterion as well as the 

predictor. A formal test with two-tailed significance was performed alongside a normal 

distribution in order to evaluate an indirect effect.  

 

Tests of Mediated Moderation 

 Through customer satisfaction, the conditional mediated moderation on reliability was 

tested. The technique used was mediated moderation model with SPSS version-24, macro 

process model 14 has been deployed at the confidence percentage level of 90% alongside 

a bootstrap sample for 5000 (Preacher et al. 2007). Privacy and security are the predictor, 

customer satisfaction is the mediator, E-banking loyalty is the criterion, and reliability is 

the moderator in-between customer satisfaction and E-banking loyalty. Subsequently, the 

presented results show a mediated moderation analysis in Table 7.  

 

Table 7 

Regression Results for the Conditional Indirect Effect 

Moderator Variable Model (Reliability) Effect 

Predictor Β SE T P 

Customer Satisfaction  0.06 0.03 1.81 0.005 

Index of Mediated Moderation 

Predictor Effect Boot SE Boot LLCI Boot ULCI 

Customer Satisfaction 0.03 0.02 0.00 0.00 

Note: n = 400; Bootstrap sample size = 5,000; β = unstandardized regression 

coefficients; CI = Confidence Interval; UL = Upper Limit; LL = Lower 

Limit. 

 

 The findings support the hypothesized assumptions i.e., H5 and H6 in accordance with 

the present study. The interaction influence of reliability (for H5) through customer 

satisfaction on E-banking loyalty was positive and significant (β = 0.06, t = 1.81, p < 0.005) 

(shown in Table 7). Besides this, the association of reliability (for H6) on customer 

satisfaction and E-banking loyalty through privacy and security at initial is also 

resulted(coefficient effect = 0.03, Boot SE = 0.02, p < 0.000 and Boot LLCI & ULCI is 

0.00) at significant and positive level. 

 

DISCUSSION 
 

 The main objectives of this research were to examine the impact of augmented privacy 

and security influence on E-banking loyalty and to facilitate with an insight of positive 

mechanism determining the relationship between privacy and security and E-banking 

loyalty with effect of customer satisfaction and reliability too. The five important findings 
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of the research are as subsequent. In support of research hypothesis 1, the findings revealed 

a positive relationship between privacy and security and E-banking loyalty. Privacy and 

security enhance high-end E-banking loyalty among customers. Such customers can avail 

the opportunities to be with one bank throughout a long-term period in order to seek 

augmented facilities and services (Mulia, Usman & Parwanto, 2020; Hasandoust & Saravi, 

2017; Raza et al. 2020).  
 

 Consistent with research hypothesis 2, the results demonstrated that privacy and 

security heighten customer satisfaction through promoting a sense for augmented facilities 

and astonishing services in the electronic services by online banking. Thus, privacy and 

security can be regarded as a promoter of customer satisfaction in overall E-banking 

loyalty. Continuing to hypothesis 3, the findings showed as the customer satisfaction 

regarding e-banking services enhances, the more the chances that banks can retain long-

term customer loyalty (Dianat et al. 2019). The results show the previous outcomes 

associating customer satisfaction with a positive influence on E-banking loyalty (Ismail & 

Alawamleh, 2017; Salihu et al. 2019; Keskar & Pandey, 2018). As a result, combine these 

two factors, customer satisfaction resulted to boost the entire relationship with E-banking 

loyalty in relevance to make electronic services mediums more trusted and satisfactory. In 

contribution to hypothesis 4, the current research results showed support for the role of 

customer satisfaction with the association of privacy and security and E-banking loyalty. 

The outcomes as a consequence in the study presented that the banks with high privacy and 

security in electronic banking applications have the tendency to gather a larger customer 

base alongside having them to retain greater customer satisfaction besides E-banking 

loyalty (Chao, 2019; Hamakhan, 2020).  
 

 The hypotheses 5 and 6, outcomes demonstrate that privacy and security to contribute 

to customer satisfaction as a pathway towards E-banking loyalty of the customer with an 

augmented moderating influence by reliability. Because of the customers’ preferences in 

the enhanced facilities with satisfactory outcomes, the reliable services of E-banking 

service providers have shown the higher the facilities are reliable by each bank, the highest 

customer satisfaction can be leading to E-banking loyalty (Ma, 2012; Boonsiritomachai & 

Pitchayadejanant, 2017). Consequently, the mediated moderation model hypotheses (i.e., 

H5 and H6) support in the favor as well.  

 

ACADEMIC AND PRACTICAL CONTRIBUTIONS 
 

 A very few numbers of studies actually subject to the electronic loyalty of customers 

(Garepasha et al. 2020; Driga & Isac, 2014; Haq & Awan, 2020). Along with that, a 

minimal number of researches have tested electronic banking loyalty with the preference 

of other variables majorly combined, i.e., privacy and security (Kaur & Arora, 2020; Rita, 

Oliveira & Farisa, 2019), customer satisfaction (Sundaram, Thomas & Agilandeeswari, 

2019; Tamaruddin, Firdaus & Endri, 2021), and reliability(Prasadh, 2018; Chong et al. 

2010).To address this gap in the literature, the present study explores whether privacy and 

security is an important antecedent of E-banking loyalty. The research is amongst its first 

kind to combine all these variables into one research to validate the results if privacy and 

security in contrast to other variables essentially have an imperative significance on E-

banking loyalty.  
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 Another differentiating feature of this research is that the present study has incorporated 

a thorough believes of customer satisfaction and dissatisfaction via confirmation-and-

disconfirmation theory (Carlsmith & Aronson, 1963; Loonam & Loughlin, 2008). With the 

intention to aid the customers with high-end E-banking e-services, more privacy and 

secured facilities in addition to customer satisfactory or reliable services shall be provided 

to customers with the theoretical model which has been prior framed in the research. Last 

but not least, as the overall positive outcomes demonstrate that customers can intend to use 

the E-banking services when they are more secure, satisfactory and reliable, it can be stated 

that the findings can infer to a more significant and positive way to imply the results 

wherever required in the theory and in the real world.  
 

 Altogether, the practical implication for banking organizations need to consider making 

an ample amount of investments in technological enhancement. These investments can 

make both the banking firms progress and create long term benefits for the customers. For 

making E-banking more private and secure and customer satisfactory in accordance with 

the reliable services, it is important to highly incorporate the monetary investments in 

technology augmentation with the best basic additional and services. Subsequently, the 

technological investment to make the entire system optimized has become essential. 

Secondly, this research suggests employing such methods in the technological e-services 

delivery satisfaction in E-banking that all over the system should be enhanced with private 

and secure facilities alongside making customers satisfied resulting in E-banking loyalty 

for the long run (Shankar & Jebarajakirthy, 2019).  
 

 Thirdly, to enhance the entire customer and employee technology in the e-services in 

electronic banking, the theoretical stances of confirmation-and-disconfirmation theory 

which suggests that customers should be satisfied after the consumption of particular 

services. So, the customers of E-banking should be retained after having to deploy the best 

technological support in electronic banking service means. Lastly, the results of this study 

showed an overall positive impact that privacy and security are vital when it comes to 

customer satisfaction alongside reliability to effect on E-banking loyalty. Thus, supported 

by the empirical evidence as well, the E-banking services are important in the E-banking 

services particularly when it’s influenced by a number of varied factors. Hence, investors, 

managerial employers, fintech project analyzers, and bank managers need to invest in high-

end technological E-banking systems to retain customers for long-term customer loyalty 

consequences (Tamaruddin, Firdaus & Endri, 2021). 

 

LIMITATIONS AND FUTURE DIRECTIONS 
 

 There are a few numbers of limitations that can be considered before interpreting the 

study outcomes and shall be eluded in the forthcoming researches. The first potential 

limitation of the research is that it is cross-sectional in nature. In the upcoming researches, 

the researchers can try to examine the longitudinal research method instead of cross-section 

research. A second limitation is that this present study is being conducted from the regional 

point of view of the Asian context or non-Western context (i.e., for Pakistan or other Asian 

countries). This can make a generalization challenge for countries other than Pakistan, 

therefore, other than implicating anything from the present research, imminent studies can 

follow the context of non-Asian, non-Western context in different regions.  
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 Thirdly, the current research also took the sample size of the population of Lahore, 

Pakistan. Besides this, future researchers can amplify the sample size into different cities 

of the same country or different cities of another country and enhance the present research 

results. The fourth aspect is that several numbers of dimensions can be added to the E-

banking loyalty and e-banking services that are provided to the customers. Besides 

implicating the current research model in different other industry settings (e.g., in the 

information technology field, in customer behavioral research, financial technology or 

fintech, e-commerce, etc.) the future researchers can include different factors as well like 

website design, customer trust, customer retention, and customer service and support, etc. 

On fifth, the current research illustrates the demographic aspects with regard to age, marital 

status, etc., but bank account, preferred banking choice, account type, number of tenures 

of the bank can be selected as the main study variables rather than demographic variables.  
 

 Further, other than acknowledging the present research limitations, the current research 

also provides a couple of recommendations for future examinations. This can include that 

the present theoretical model can be stated to be hypothesized with major potential 

antecedents of E-banking loyalty. In the upcoming, the other researches shall involve other 

numerous variables besides the current ones. Also, the present research can also suggest to 

invest amply in the arena of technology particularly in the banking sector so that the 

customers, as well as employees, can be made optimistic with the evolving tech usage of 

augmented e-services which are provided. Likewise, another area to suggest as future 

recommendations to imply is that the customers of e-services should be made more E-

banking loyal that they are able to operate and functionalities on their own without any 

assistance prerequisite if they are contented. So, with all these recommendations the 

research can suggest to employ these in the best interests of both the banking industry and 

e-service customer users.  
 

 Last but not least, in banking industry, the privacy and security measures through 

verifying the activities via a two-way factor authentication system, one-time password, 

login and logout messages/alerts, emails for each conducted activity and such interrelated 

steps can help in resolving the current challenges. Additionally, privacy and security can 

be heightened when the government of the country takes strict actions against cybercrime, 

cyber theft besides enhancing cyber security activities in E-banking services. With that, if 

such issues are resolved in the privacy and security challenges, customer satisfaction can 

ultimately be augmented which can result in the long-term suspension of customer loyalty 

for E-services. Therefore, in addition to the customer satisfaction, the boosted reliability in 

the electronic services will be resulting in the retention of a long-term banking customer 

base. 

 

CONCLUSION 
 

 This research contributes to the domain of electronic banking facilities and electronic 

services provided to online E-banking users. The integrated aspects of e-banking services, 

high-end technology advancement, private and secure transactions, managerial impacts of 

customer services, for satisfactory facilities, and reliable assistance needs to be inclined in 

the provision of e-banking services.The presented theoretical framework of this research 

has drawn all basic antecedents which influence electronic banking loyalty via privacy and 

security as an independent variable, mediating effect of customer satisfaction, and the 
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moderating effect of reliability. These variables and the elucidated path sustained to 

evaluate the overall impact that E-banking loyalty is influenced by all these variables. The 

empirical results in this research support that E-banking loyalty is collectively affected 

alongside the confirmation and disconfirmation theory implies that when customers are 

satisfied with advanced private and secure services, they will be satisfied and become loyal 

with the most reliable services in the long run. Moreover, the association among all these 

variables can be stated to have a contributing value, but the linkage of privacy and security 

through customer satisfaction via reliability, as a moderator provides a more complex 

mechanism as it can bring attention thru both direct and indirect relationships in the model. 

Thus, it can be validated that although this research captures quite the diverse aspects of 

E-banking loyalty through different dimensional antecedents, however future research 

studies can also build on the current model for electronic banking alongside adding more 

variables which can be implied both theoretically as well as in the field.  
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